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Introduction

The SecureSMS is an “easy to use” Java MIDlet caters to the widespread MIDP Java mobile of today. It
is designed to offer protected SMS communications between two users based on password-based
symmetric encryption algorithm but provision for more complex key-exchange mechanism can be

implemented..
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Features and Characteristics

The package is developed using open-source Java implementation of cryptographic algorithms.
= Different algorithms could be used to offer desired security strength.

= By default, the encryption algorithm is AES-CBC, and

= the integrity digest is calculated using SHA-1.
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Examples of Receiver GUI On User Mobile Screen

Incoming Secured
SMS

Feceived message from sms:!!
+fi59 144567 16563

Incoming Secured
S5

|

Feceived message from sme:
+fi59 144587 1.A563

Enter secret passphrase

Enter secret passphrase

[ EEELEE |

£ *EEEERE ‘

(ptions Back

Decade |
Exit
Select Cancel

Report

Mernded messane in A7ms:
This i< A serref message

(ptions Back

Repart

=1 Abc
2NNt 7e da 1d fd 90 0
#3401 he dA 4e af 97 rfi he dd
Ar 49 dfi b3 33 41 hfi ff 44 41
Fii 0fi 51 re N9 b1 dr fi5 13 99
03 Me N9 2f 7h A5 /7 o7 2d 1d
M 91 f7 1 A4 rd

(ptions Back

Note :
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